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Executive Summary

The Savannah River Site (SRS) is ideally positioned and equipped to assist in national security
missions and defense of the electric grid and other critical infrastructure assets and is poised to
emerge as a major national cybersecurity hub.

e The SRS houses the Savannah River National Laboratory (SRNL) and is near Fort
Gordon, which will be the permanent home of the U.S. Army Cyber Command as of
2020.

* The SRS features ample facilities with strong security ingress and egress; has strong
ties to local agencies, facilities, and communities; and is surrounded and staffed by a
growing security-aware workforce that has demonstrated commendable
cybersecurity and cyber-hygiene practices.

* Opportunities for existing facilities in the SRS include a cybersecurity first response,
a vulnerability clearinghouse, a testing and emulation site, a centralized
cybersecurity hub or Security Operations Center (SOC), or any number of roles and
capacities supporting national security and critical infrastructure resiliency.

* An SRS-based initiative would be able to leverage the unique synergies that exist
between Fort Gordon, SRNL, and local higher education institutions in order to
combat the hyper-evolving threat landscape, address the developing needs of
national critical infrastructure, and promote cybersecurity and cyber-hygiene
training and awareness.

e Local area partnerships are available with national security entities, critical
infrastructure organizations, leading academic institutions, and reputable defense
and healthcare organizations.

e The SRS is a welcoming, vibrant, and economically thriving region, rife with
unparalleled development opportunities and featuring a low cost of living for a high
quality of life.

Failing to empower the SRS to reach its potential as a national cybersecurity leader and
operational center would be a missed opportunity for our nation. The SRS is the cybersecurity
steward that the Energy sector desperately needs, and it is ideally positioned to fulfill that role,
as well as to assist in the national security and the resiliency of other critical infrastructures.



